How to check the security policy under Windows AD

1. Go to the Domain Security settings.

[image: image1.jpg]Bl Acion ew tep

=181

&9

|| * F B @

5 Securty setinas
529 accoun polies
Lol Polces

g Aude Polcy

f User Rights Assigmet
- o) Secity Optons
549 EventLog
-8 Restricted Groups
-8 System Services.
-8 Registry

(@ File System
S e atace

o
S

Administrator

= etTerm

Paint

Active Directory Users and
Computers

Domain Security Folcy
oS

Notepad

e &8 (= (]

Alprograms >

[lirteractieogon
rteracte ogon
irostt retrk cent: it

Microsftnetwork cnt:Dit
Microsaft network clent send| (B3 Cattfication Authorty
9 Clster dminsrstor

& conparen servces

Require st 9 Active Directory Domains and Trusts
St 191 g ncye Dvectory Sites and Services

<5 AetveDrectry s and Compers

icrosoft networ s
Mcrasoft networ

=) Computeransgement
3 Confgues Your Server Wiz

Data Sources (ODBC)

Dstrbured Pl System

ons

Domain Cortrlle Securty Policy

£ e e L

Domain

Event Viewer

Policy /. [ Folcy setting [
@) nteractive logon: Number of previous logans to cache (in case dom... —Not Defined
[88)iterective logon: Prompt user tochange pessword before expration ok Defined

iteractive logon: Reguie Domain Controle autherticatin to uroc... ok Defined

2ix)

&l

) Printers and Faxes [View and modiy secur

Internet Information Servic

rights and audt poices:

ity polcy For the domain, suh a3 User

D)

Licensing

@) tielo and Support
o=

Dan

1§ Manage Your Server
§in Microsoft NET Framework 1.1 Configuration
Bin Microsoft NET Framemork 1.1 Wizards
@ Netvork Load Balancing Hansger
S Network Moritor
9 performance
8 Remete Desktops
T Routing and Remots Access
4 serveces
B Termina erverLcering
Terminal Sarvices Confguration
4 Termina Srvices Manger

@ Windows MedisServices
&1 Windows MedisServices (Web)

cscrt [8] oo

(ot | @ ©

Cooesen &l wins

Apply

I [
e S coorm

Byoetkonans. | |





2. Check current settings
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3. The default setting should be “Not Defined”, please check the current setting.

If the setting still is “Not Defined”, NAStorage doesn’t need to enable “Use NTLM v2 authentication only”.

If the setting is “Send NTLMv2 response only/refuse LM & NTLM”, NAStorage have to enable “Use NTLM v2 authentication only”.
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How to set NAStorage for domain account login

1. Set NAStorage back to factory default
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2. Set the server name and correct IP address gateway, DNS IP address etc…
3. Don’t input the DNS suffix temporarily for check the problem first.
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4. Don’t register NAStorage to domain temporarily.

5. Go to Admin Home -> Security -> Account -> Domain Account page for add the particular domain accounts. (e.g. my_domain_name/my_user_name)
6. Set the share permission settings.

7. Remove the NAStorage computer account from AD.
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8. Try to use domain account from client PC for login NAStorage.

9. If the domain account still cannot login NAStorage, go to Admin Home -> Network -> Windows page for register NAStorage to domain then try to use domain account login again.

10. If still cannot login, input the DNS suffix setting in NAStorage then re-register NAStorage to domain again.

11. Try to login again.

12. If you still have problems, please send us the latest all.html and related network packets

Click Reboot button, after boot up again, all configurations will set back to default values.








